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Securing the Operational Networks

Definitions

= OT (operational technology) is hardware and

software that detects or causes a change, through
the direct monitoring and/or control of physical
devices, processes and events.

)

s

OT security is the process, technology and services
used to secure industrial (and commercial) automation
and control systems as a life cycle to create a safe and

resilient environment for physical devices, processes
and events.

Gartner
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About Radiflow

* Focus on OT Security since 2014

« Tier-1 customers and partners
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Recent success-stories
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Case Study:
Midwestern Electric Utility
Deployment

The Challenge
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INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe (Free) | CISO Forum 20

Cryptocurrency Mining Malware Hits Monitoring
Systems at European Water Utility

By Mike Lennon on February 08, 2018
e - 3 eecomnena 51 S5
Malware Chewed Up CPU of HMI at Wastewater Facility

Cryptocurrency mining malvsare v/orked its vzay onto four servers connected to an
operational technology (OT) netv/ork at a vsastevzater facility in Europe, industrial
cybersecurity firm Radiflov/ told SecurityWeek V/ednesday.
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Security Vulnerabilities in an Industrial Network

Commpniter Una:thonzed Level 4
Center ceess o Production Scheduling
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Coordinating Coordinating Control Stati Level 3
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Network '

Malicious
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Computers Computers Computers Plant Supervisory
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Controller Level 1

Direct Control

Level 0
Field Level
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Differences between IT and OT

Attribute IT Systems OT Systems

C- Confidentiality High Most cases - Low
| - Integrity Low-Medium Very High
A - Availability Medium Very High
Authentication Medium to High High
System Lifetime 3-5 years 10-15 Years
Typically Utilized OS Windows/Linux Windows/Linux/Embedded
Security patching Standard/Frequent Strongly Tested/Rare
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Target — Ease the deployment of OT Security (1)

Respond

Detect Protect
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Target — Ease the deployment of OT Security (2)
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= Asset Inventory
* Risk mapping
= Anomaly detection

Smrt Probes
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Case study — Securing Renewable power plants

e Site Threat Detection
* Secure remote access
* Integration with SCADA/SIEM

( Operational (OT) Network

—
Photovoltaic (PV) Panel Farm

7~ ~
Control Center
T (o— - DPI IcS
i e ete Firewall Radifl 180
Radiflow iSIM i
IPSec VPN
HMI SCADA Server Historian
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OT Security Engines

Operation
Updates*

* Al
Potential

Behavior
Anomaly*

-10 - © Copyright 2018, Radiflow Ltd. raulim

Secure your Assets



What is Al

Al is technology that appears to emulate human analytics
performance by learning, processing complex data and
reaching its own conclusions
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Al Machine Learning Overview

Incident
Data
l +
Predicted
outcomes

Learning Learning Models
Training

Training data ‘ 1
| ' Model weights

Historical
source data T

Quality Metric

Predicted
outcomes

Source: CFML
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Status of Al today

THIS 1S YOUR MACHINE LEARNING SYSTET1?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF UNEAR ALGEBRA, THEN COLLECT
THE ANSLIERS ON THE OTHER SIDE.

mqrarmamsmwsmzms?)

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT.

Source: XKCD

The challenge for using Al in
Security systems is not around
the algorithms implementation
but rather about applying them
with a high degree of confidence
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Al In OT Security — Issues to consider

* Value of Al for Industrial Networks
* Explaining the Al results

 Industrial Data for training Al Engines

-14 - © Copyright 2018, Radiflow Ltd. ra““m



Use-cases for Al in OT Security

* M2M sessions
— OT Assets
« Well-defined behavior - Rule-based Policy monitoring
« Many vendors, Types & Protocols - Al for modeling
— OT Processes — Many variations - Al for modeling?
« Multiple sources of information — Sensors, Network, Servers
* Process Anomaly alarms should be explainable

« H2M sessions
— Restricted access - Rule-based task monitoring
— Malicious actors - Al for Behavioral analysis?
— Firmware & Logic updates - Al for impact analysis?
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Status of Al Explainability

Learning Techniques (today)

Neural Nets
Graphical .
Models __ ——
Deep . —— E bl
: . nsemble
Learning Bayesnan Methods
Belief Nets e —
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Prediction Accuracy

Explainability
(notional)
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8%

Explainability

Source: DARPA
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XAl model

Today [
X « Why did you do that?
< Decision or * Why not something else?
Training AR Learned Recommendation * When do you succeed?
pata [T ™9 ™ Function " * Whendo you fail?
Process * Whencan | trust you?
* How do | comrect an error?
XAl Task
* + | understand why
New « 1 understand why not
Training 4 Machine L Explainable | Explanation « | know when you succeec
Data Learning Model Interface * | know when you fail
Process « | know when to trust you
* | know why you erred

User

Source: DARPA
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Training Data for ML

- Effective ML algorithms require high amount of training data

e Such data is not easily-available for OT networks
— Collecting such data requires the customer approval
— Structuring the data requires the operator support

Learning Trained
algorithm machine

Answer
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Al In OT Security — Recommended Roadmap

* Current Use of Al
— Automation — Parse new protocols and new types of devices
* Future Use of Al

— Gather Data for Training Al algorithms
— Decouple explainability from ML models
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THANK YOU

For more detalls:


mailto:ilan_b@radiflow.com
http://www.radiflow.com/

